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Roll Call

Present Absent

Sen Erpenbach %
Sen Fitzgerald X

Sen Jauch

Sen Plache :
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Sen Rude
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Roll Call

Present
Sen Erpenbach />O
Sen Fitzgerald
Sen Jauch (><
Sen Plache

Sen Rude :
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American '
A Civil Libertics Union ACLU | PR}@Q\PR JECT
of Wisconsin o \

b

August 19, 1999

Senator Jon Erpenbach

Chair, Committee on Privacy, Electronic Commerce and Financial Institutions
P. O. Box 7882

Madison, ‘WI 53707-7882

. Re: Senate Bill 207
Dear Senator Erpenbach and Connnittge Members:

I write in support of Senate Bill 207, proposed legislation prohibiting the release of
personally identifiable information by a business sponsoring diScountor reward programs -
without first providing customer notice. This letter is being forward to you early in the
event I am unable return to Madison from a' Door County vacation in time to testify at
 Tuesday’s hearing. ™~ ’ '

Senate Bill 207 represents a common sense step to help balance the rights and
responsibilities of both parties involved in an information sharing arrangement: (a) the
customer obligated to divulge personal and potentially sensitive information in exchange
for some benefit or discount, and (b) the vendor who is entrusted with the use and re-
release of that information. Allowing customers to know how and with whom their
personal information may be reused and/or sold represents a good business practice that -
promotes customer satisfaction and trust.

As Wisconsin’s first State Privacy Advocate and currently as the Director of the
Wisconsin Data Privacy Project, I have made countless speeches. All too often my
audiences express shock and surprise upon being told that their consumer choices and
shopping behaviors may be tracked, inventoried and sold to marketers, distributors and
other outside parties without their knowledge or permission. Nor have my audiences
understood what other secondary uses may be made of identifiable transactional
information collected through commercial discount and promotional programs:

* Cumulative data revealing shopping preferences, lifestyle choices, smoking and alcohol |
purchases and even health concerns may be sold to data brokers who in turn

commingle and consolidate that information with other databases to create a “virtual’
data dossier profiling that consumer at a very detailed level.

122 State Street, #407 » Madison, W1 53703 « Phone: (608)250-1769 « Fax: (608)258-9854 » E-mail: acluwicmd@aol.com » Web Site: http://www.aclu
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. Erpenbach and Committee Members
August 19, 1999
P age 2 :’/_:;—

e Already, the U.S. Drug Enforcement Admifiisfration has demanded access to the
frequent-buyer inventories retained by an Arizona food and drug store chain for some
law enforcement purpose. '

* A Los Angeles based store threatened to use a customer’s records reflecting numerous
liquor purchases as a way to defend itself against a lawsuit arising from an injury
sustained by the customer at the store. :

Given our country’s piecemeal approach to privacy safeguards, such secondary uses of
personal data are-for the most part-lawful and justified in terms of free commerce. The
problem is that consumers are left out of the loop in the data food chain! The reason is
because in the United States (contrary to most other democracies), data providers retain

little control over how their personal information is used for reasons other than for which . _ ..

it was originally collected.

.V...Atfa,minimum.customers,hayaa.dght..tQ_know,_what,is,..entailed.jn.the_.aommex:cial.quid.pm e

quo that goes part and parcel with most discount and benefit programs. Conspicuous and
meaningful notice required in Senaté Bill 207 insures a good business practice that will
help level the playing field between data provider and data user. For this reason I urge
your support of this proposed legislation. ' '

L] .
Sincerely,

/ ' 2
Tl g,

Carole M. Doeppers, Director
Wisconsin Data Privacy Project
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State of Wisconsin
Tompy G. Thompson, Governor

Department of Agriculture, Trade and Consumer Protection
Ber} Brancel, Secretary
l

!
, ‘999

i
| ‘
To: $enator Jon Erpenbach, Chair

Committee on Privacy, Electronic Commerce and Financial Institutions
‘ :

From: \‘Nlllam L. Oemichen, Administrator W/

v IlDlws:on of Trade and Consumer Protection f)JJ

Subject: $enate Bill 207, relating to Release of Personally Identifiable Information by
I?usinesses

The Departn]ilent of Agriculture, Trade and Consumer Protection supports SB 207,

relating to rellease of personally identifiable information by businesses.

|
Consumers often complain to us that they do not know how businesses have so much
information about them. They also complain about the businesses selling their
personal information to telemarketers. We share consumers’ concerns about the
privacy of th%lr personal information and the potential fraud that may arise when the
information is sold to an unscrupulous marketer.

The Departrr]xent has technical comments on two sections of the bill.

First, paragraph 2 appears to unintentionally limit the bill's coverage to only information
that is colle L[ed in connection with offering consumer discounts or other benefits.
Customer in ormation may be compiled by a business over a period of time through a
number of contacts This legislation essentially creates two different classes of data
based on how it is collected, despite the fact the information may be used in the same
way and havIe the same potential for consumer fraud. This division into two different
classes creates a fact issue which will have to be borne by the prosecuting officer. In
other words ]the prosecuting agency will have to prove the offending information was
collected forithe purpose of offering a consumer discount or other benefit, not because
the business wanted information to sell to other vendors (since this latter information
gathering category is not addressed by this legislation).

|

Second, parlagraph 3 does not specify whether a release by a business of all of their
customers information should be treated as a single violation or one violation per
customer. The Department requests clarification of this section and recommends each
customer record released should be a separate violation since every individual

1
consumer has been harmed..
|

‘
|
\
,\
|

2811 Agriculture Drive, Mladison, WI 53718-6777 - PO Box 8911, Madison, WI 53708-8911 « 608-224-5012 « Fax: 608-224-5045
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We believe this bill represents a reasonable response to consumer concerns about their
ability to control the use of information they give to businesses.

Thank you for the opportunity to testify on Senate Bill 207.
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1999 SENATE BILL 207

July 6, 1999 — Introduced by Senator ERPENBACH, cosponsored by Representatives
SCHNEIDER, BLACK, STASKUNAS, F. LASEE, BOCK, MUSSER, PLOUFF, J. LEHMAN,
KREUSER, LASSA and GUNDERSON. Referred to Committee on Privacy,
Electronic Commerce and Financial Institutions.

AN ACT to create 134.44 of the statutes; relating to: the release of personally

identifiable information by businesses and their employes and providing a

penalty.

Analysis by the Legislative Reference Bureau

This bill prohibits a business who requests personally identifiable information
from a customer on an application form to participate in a program that the business
operates to provide discounts or other benefits to customers from releasing the
information unless the application contains a disclosure concerning the release. The
disclosure must state to whom the information may be released, the type of

information that may be released and the purposes for which the information may
be released.

The people of the state of Wisconsin, represented in senate and assembly, do
enact as follows:

SECTION 1. 134.44 of the statutes is created to read:

134.44 Disclosure of personally identifiable information by

businesses. (1) In this section, “personally identifiable information” means the
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SENATE BILL 207 SECTION 1

name of an individual or other information that can be used to identify that
individual.

(2) No person who is engaged in or employed by a business for profit, and who
requests personally identifiable information from a customer on an application form
to participate in a program that is operated by the business to offer the customer
discounts on purchases or other benefits, may release the personally identifiable
information to any other person unless the application form contains a written
disclosure stating all of the following:

(@) The types of personally identifiable information that may be released.

(b) The types of 3rd parties to whom the personally identifiable information

may be released.

(© The purposes for which the personally identifiable information may be

released.

(3) Any person who violates sub. (2) is subject to a forfeiture of not more than

$100 for each violation.

(END)



